Synology

YctponcTeo ActiveProtect

DP340

PeweHune no 3awurte
OAHHbIX C NO44EP>XXKOoN
KN6epoTKa3zoyCTONUYNBOCTHU
011 KOHEeYHbIX ToYeK

YcTtponcteo Synology ActiveProtect DP340 —

9TO pelleHne oA 3alunTbl AaHHbIX, KOTOpOoe
NOCTaB/IAETCA C NpeABapuUTesibHO HACTPOEHHbIM
annapaTtHbIM obecrnevyeHrem. OHO 3anyckaeT
ActiveProtect Manager — onepaunoHHyo
cucTtemy, paspaboTaHHyr creymanbHO Ans
pesepBHOro konuposaHusa. DP340 — aTo
npeanbHbIN cepBep ANA pe3epBHOro KONMpOBaHUS
ANA ManbIX N CPefHUX KOHEYHbIX TOYEK. ITO
YCTPOMCTBO BbINOJIHAET pe3epBHOE KOMMPOBaHUE,
BOCCTaHOB/EHWE, AefyNAnKaLuo, pennkaLuno

1 ynpaBfieHne, a Takxxe obecneynBaeT 3allnTy.
CepBep C NerkocTbio MHTErpUpPYyeT BCE TEKYLLNE U
oynywue paboyme Harpyskum Mexgy HeCcKoNbKUMN
cucTeMamu B Knactepsbl, obecnednsas
LeHTpann3oBaHHoOE ynpasBneHne ¢ NOMOLLbIO
eanHon nnatdopmebl. brarogapa HEM3MEHAEMOCTHN,
BO3MOXHOCTW pe3epBHOIr0 KONMUPOBaHUsA B cpefe
C Gn3NYecKom N30NALMEN N KOHTPOSIKO gOoCTyna
DP340 zawunwaeT OT aTak nporpamMm-BbiMoraTenen
M 3aliMLLLaeT BCe BallW faHHbIe.
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OCHOBHble XapaKTEPUCTUKM

o BbicTpoe pasBepTbiBaHue
HacTpolika cepeepa 3aHUMaET HECKOSIbKO MUHYT

o 3awwuTta BCEX pabouynx Harpysok
ObecneuvBanTe 3aWwmTy BUPTYasbHbIX MaLlnH, Saas,
6a3 faHHbIX, PU3NYECKUX CEPBEPOB U MHOIOro Apyroro

o OTob6paxkeHue
MOHUTOPUHI CEPBEPOB U COCTOAHNA PE3EPBHOMO
KOMMPOBaHWUA Ha LileHTpanu3oBaHHoON nnatdopme

+ HapeXHoe pe3sepBHOe KonuposaHue
MpoBepsnTe pe3epBHOE KOMMPOBaHUE N TECTUPYNTE
nnaH aBapuUMHOro BOCCTaHOBEHWSA B U30MPOBAHHON
cpege

¢ [ubkoe BocCcTaHOBNEHME
BbINnonHANTe BOCCTAHOBIEHME C HYNSA, HA YPOBHE
dainnoB NN MrHOBEHHOe BOoCCTaHoBNeHMe ¢ P2V/V2V
B COOTBETCTBUMN C TPEOOBaAHUAMM LLeNIEBOro BpeMeHU
BOCCTaHOBIIEHNSA

o 3awmuTa oT NporpaMmm-BbiMoraTeneii
Ncnonb3yiite rnobanbHyo AeaynimkaLmo Ha CTOpoHe
WCTOYHIVKA 1 CrieunanmsnpoBaHHbIii MexaHn3mM
pPe3epPBHOro KOMMpPOoBaHMs

¢ OnTumMusaums apPeKTUBHOCTU pe3epBHOro
KOnupoBaHUA
BbINnonHANTe BOCCTAHOBIEHME C HYNSA, HA YPOBHE
baitnoB NN MrHOBEHHOe BOCCTaHoBNeHMe ¢ P2V/V2V
B COOTBETCTBUMN C TPEOOBaAHUAMM LLeNIEBOro BPpEMEHU
BOCCTaHOBIEHNSA

« Be3onacHocTb gaHHbIX
PeanuayinTe MUHUMabHble MPUBUIENMN C 3NIEMEHTaMMU
ynpasfieHns 4oCTynoM, 6paHamMayapoM 1 nsonaunei
AN HAOEXHOW apXMTEeKTypbl



BbicTpoe u NnpocToe pa3BepTbiBaHKE

OcHoBHas KOHOUrypaums, HanpuMep pasgeneHne gucka n HacTpomka MaccuBea
RAID, 6yayT BbINOSIHEHbI aBTOMAaTUYECKKN, YTO NO3BONUT BbICTPO 1 6e3 ycunumm

BbIlMOJIHUTb pPa3BepTbiBaHNEe N HEMEeONTIEHHO MNMPUCTYNNTb K 3allTe AaHHbIX.

3awmTa paboumx Harpy3oK ¢ NOMOLLbIO YKa3aHHbIX
NONMUTUK

ObecneybTe 3aLMTy BCcex pabounx Harpysok, Bkntovas VMware vSphere, Microsoft
Hyper-V, Windows, macOS, Linux, NetApp ONTAP, ¢annel Nutanix, cny>x6sbl
Microsoft 365, Oracle Database n cepsep Microsoft SQL. YcTaHOBUTE NONUTUKM
019 KOMNaHWR, 4Tobbl 06ecneynTb COOTBETCTBME TpeboBaHuAaM CornalieHus oo
YypOBHe o6cnyunBaHus (SLA). ABToMaTM3MpYyITe 3alUTy AaHHbIX: 0BHapYy>XMBalTe
cyllecTBylolWme n bygyuime paboydne Harpysku, obecneumsas 3awnTy paboumx
Harpy3oK B COOTBETCTBUN C NPUMEHUMbIMU NONUTUKAMWN. Jlerko npocMaTpusaTth,
W3MEHATb NONINTUKN U YyNPaBiATb UMN.

Hape>XHoe pe3epBHOe KonnpoBaHue n rubkoe
BOCCTaHOBNEHue

DP340 nopaepxunBaeTt GyHKLMO CaMOBOCCTAHOBMIEHNA C HEMNPEPLIBHLIM
0BHapy>XeHNeM CKpPbITOro NOBPEXAEHNSA AaHHbIX C MOMOLLbIO KOHTPOJIbHOM
CyMMbI Btrfs. 3710 rapaHTupyeT oTCyTCTBME OWMBOK 6rnarogapsi BOCCTAaHOBNEHWUIO
NOBPEXAEHHbIX AaHHbIX C MOMOLLbIO TexHonornm RAID. YTobbl npoBepuTb
BO3MO>XHOCTb BOCCTAHOBJIEHUA AaHHbIX Pe3epPBHOro KONMPOBaHUA, MOXHO
pPerynapHoO BbIMNOMHATb Onepauum asapumHOro BOCCTaHOBSIEHUSA B U30/IMPOBaHHOWN
cpefe, He 3aTparveas OCHOBHYIO MPOU3BOACTBEHHYHO CUCTEMY. TakXXe [OCTYnHa
npoBepKa pe3epBHOro KOMMPOBaHWA, KOTOpaa aBTOMaTUYeCcKn co3gaeT BULEO0
ANA geTanvMsaumm BOCCTaHOBMNEHUA ANA Lenen ayguta. B cnyyae aBapun faHHble
MOXHO r'MBKO BOCCTaHaBNMBaTb HA OCHOBE LLe/IeBOro BpeMeHN BOCCTaHOBMEHUSA
(RTO) c NnoMOLLbHO BOCCTAHOBNEHWSI BCE MaLLWHbI, BOCCTAaHOBJMIEHUS Ha YPOBHE
darinoB, BOCCTAHOBMEHUSI C GU3NYECKOI cpefbl B BUPTYanbHyto (P2V) nnn ¢
BMPTYasnbHOW Ha BUPTYanbHyto (V2V) ans BOCCTaHOBNEHMA AaHHbIX B YKa3aHHOe
MecCTO.
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BeckomMmnpomMmuccHas 3awura oT nporpamMmm-
BbIMoOrarteneu

Bo nsbexaHue atak nporpamMmm-BbiMoratenen DP340 3awmiaeT pe3epBHble
KOMUW OaHHbIX, Pe3epBHble KOMUU C COXPAaHEHNEM HEU3MEHAEMOCTU U XpaHUuLLe
WORM (write-once-read-many, WORM — ofgHoOKpaTHas 3anncb, MHOroKpaTHOe
YyTeHMne), YTOObI HUKTO HE MOI U3MEHSTb faHHble, pe3epBHble KOMUU KOTOPbIX OblIN
Co3/aHbl B TeYEHMEe yKas3aHHOro nepuoaa xpaHeHunsa. Kpome T1oro, B yCTpoOnCTBe
NHTErpupoBaHbl GYHKLNW LWNGPOBaAHUA, NO3BOMAIOLWME NOKaNbHO WndpoBaTh
[JaHHble Nepep pe3epBHbIM KONMPOBaHWEM B yAaneHHble MecTa Ha3HayeHus.
YT106bI ewe 6obLle NOBbICUTL 6€30MaCHOCTb, MOXHO TakXe U30MpoBaTb
yOaneHHyro cpefy C NOMOLLbIO GYHKLUK GU3NYECKON N30NALMN.

OonTuMusauymna apPeKTUBHOCTU pe3EepPBHOro
KonnpoBaHus

DP340 ontumMunsmnpyeT pacnpegeneHme npocTpaHcTBa XpaHeHus bnarogaps
WHTEerpaumm annapaTtHoOro 1 NporpaMMHoro obecneyderHuns. Mcnonb3oBaHme SSD-
Kalla A8 XpaHeHs MeTafaHHbIX, CBA3AaHHbIX C PE3ePBHbIM KONMUPOBaHMEM,
OonTUMM3aLMN OpraHnsaumm AaHHbIX U KOHCONMAAL MU HECKONbKUX GhannoB

B O4UH 0bpa3s yckopsaeT 06paboTKky AaHHbIX. Kak pe3epBHble faHHble, Tak

N KOMUN pe3epBHbIX JaHHbIX NCMOMb3YHOT rnobanbHyo Aefynavkaumo Ha
CTOPOHE UCTOYHMKA, MOCKOMbKY MPOUCXOANT CPaBHEHNE OaHHbIX B UICTOYHUKE U
nepegava ToIbKO HefybnMKaToB faHHbIX /19 9KOHOMUM MO0ChI MPONYCKaHUA n
NPOCTPaHCTBa XpPaHEHUS.

be3onacHOCTb gaHHbIX — rnaBHbIX NpuopuUTeT

MexaHunsm 6esonacHocT DP340 ocHOBaH Ha NpuHUMNe ayTeHTUGUKaLnum ¢
MWHUMasbHbIMU NPUBUMETNAMN N apXUTEKTYPE 3alUTbl CETU. ITOT MEXAHN3M
NO3BOMIAET TOMbKO YNOTHOMOYEHHOMY NepCcoHany nosy4yatb OCTYMN K AaHHbIM,
OorpaHnymBaeT LOCTYM K onpefeneHHbIM YCTPONCTBaM U K MHOpaCTPYyKType
pe3epBHOro KONMPOBaHMA B yKasaHHOe BpeMs Ana obecneyeHmnsa 6e30nacHOCTH
OaHHbIX.

o [1ns ynonHoMo4YeHHoro nepcoHana: VHterpauyus Active Directory, LDAP 1 SAML 2.0 no3sonseT
KOMMaHMsM MUCMOJIb30BaTb CYLLECTBYHOLLYH TEXHOIOTMIO eauHoro Bxoga (SSO) ¢ MFA 1
0eTann3npoBaHHbIMUY pa3peLlleHnsIMn AN YyYlleHnsa KOHTPOoA JocTyna.

o [ina ycTponcTs: [TapamMmeTpbl 6paHgMayapa MOXHO HaCTPOUTb TakMM 06pa3oM, YToObl paspelnTb
LOCTYN TOMbKO C YCTPOWCTB B YKa3aHHbIX AnanasoHax IP n nogcetax. BCTpoeHHbI nopT
yrpaBfieHUss — 3TO U30JIMPOBaHHbIN MHTEePdENC, NpefHasHayYeHHbIn Ana ynpasneHna. OH oTaeneH
OT MOTOKa AaHHbIX A8 CHUXEHUS PUCKOB 6e30MacHOCTH.

o YnyuJuweHHas usonsauusa: Obecneybte 6€30MaCHOCTb NHOPACTPYKTYPbI YAaNEHHOro Pe3epBHOro
KOMMPOBaHMA C MOMOLLbIO peLleHnii ¢ nsonsunein (air-gapped) gns obecnedeHnss ceTeBom
nnm pusmyeckon nsonaunn. OrpaHnybTe OCTYM K CETU B YKA3aHHOE BPEMSA UK BKItOYanTe/
BbIKJIFOUaNTe YyCTPONCTBA.
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O630p obopynoBaHuA

1 WHaukatop STATUS

KHonka n nHgmnkaTtop
nuTaHns

9 KHonka RESET

Synology

2

6

10

V|H,EI,VIKaTOp COCTOAHUA
JKEeCTKUX ONCKOB

JTOTKW ONs XeCTKUX
OVCKoB

MopT anekTponuTaHua

1

BnokunpoBka noTka
XXeCTKUX ANCKoB

BeHTUnaTop

Mopt 10GbE RJ-45

4 TlopT USB 3.2 Gen 1

8 [lopTt ynpasneHuns

Pasbem ans samka
12 6es3onacHoCTU
Kensington
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TeXHquCKMGXapaKTepMCTMKM
OCHOBHble XapaKTEPUCTUKHN

MpepnaraemMblit UICTOYHUK

14,5 TB'
pe3epBHOro KonupoBaHUn

PekomeHpyeMas BCTpOeHHas
BOCCTaHOBJ/IEHHas BUpTyanbHasa 2
MaLllunHa

MpepnoXeHHbll pasmep
Knactepa

XapaKkTepucTuKu o6opynoBaHus

dopmpakTop HacTonbHoe pelueHne
Mpoueccop AMD R1600 (2 sgpa)

MNamaTb 16 Tb

KoHdurypaums cuctemsl + 4 HDD-gucka Ha 8 TB (RAID 5)
XpaHeHus - 2 SSD-aucka Ha 400 6 (RAID 1)

+ 1 nopt 1GbE RJ-45 (ynpaBneHune)
+ 1 nopt 10GbE RJ-45 (nepepayva paHHbIX)

CeTeBoM MHTEpdeiic
Pa3mepbl (B x LU x T7) 166 x 199 x 223 MM
Bec 5,2 kr

e Temnepatypa: oT 32 go 104°F (ot 0 go 45°C)

Ycnosus aKkcnnyaTtauum . .
e OTHOCUTENbHasA BMaXHOCTb: 0T 8% A0 80%

* TemnepaTtypa: ot -20°C go 60°C

Cpepa xpaHeHusa
e OTHOCUTENbHAA BNAXHOCTb: OT 5% 00 95%

Synology

YnpasnsaeTcs B knacTepe, nogaepxunsaroiem go 2500 cepsepoB
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3awuTa oKpyXXaloL,ein cpeabl U KOMMNIEKT NOCTaBKU

CepTtudpukauyma FCC, CE, UKCA, BSMI, RCM, NCC, VCCI
dkonorunyeckas

CoOTBEeTCTBYET HOPMaTMBHbLIM TPE6OBaHUAM MO COAEPXKaHUIO onacHbix BellecTB (RoHS)
6e3onacHocCTb

e 1 OCHOBHOe ycTpomncTtso DP340

e 4 HDD-gucka SATA 3,5

o TapganTtep
Copaep>XumMmoe yrakoBku o 1 Kabenb NUTaHUA NepeMeHHOro Toka

e 2 kabens RJ-45 LAN

e 1 Habop NpuHagNexXHoOCTEN

¢ 1 KpaTKoe pyKOBOACTBO MO yCTaHOBKe
FapaHTUA 3 ropa?

MpviMeyaHune. XapaKTepUCTWKM NPOAYKTa MOTYT GbITb M3MeEHeHbl 6e3 NpeaBapuTeNIbHOro yBeAoMIeHWs. CaMyto akTyasnbHy MHGOPMaLMO CM. Ha
CTpaHULe TEXHUYECKNX XapaKTePUCTUK YCTPONCTBA.

1. 3HayeHMA paccuUnTaHbl Ha OCHOBE AaHHbIX TeNeMEeTPUM 1 MOTYT OTIMYATLCA B 3aBUCUMOCTW OT YCNOBUI MCNONb30BaHWA B OpraHn3aumn.
2. FapaHTWIHbIA CPOK HaYMHAETCA C AaTbl MOKYMNKK, YKa3aHHON B Yeke. Y3HalTe 6onblue 06 orpaHMyYeHHoN rapaHTumn Ha NPOAYKT.
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